55 44 %55 3 ) BOfE ¥ W Vol.44 No.3
2023 4E3 H Journal on Communications March 2023

XRFERU TSN ERMEBHIEREHZMNR

NEH, R, AEAY
(1. BUMIRTE R 2AAE BRI SRR, WD Hi 3111215 2. L RFEHHENRE S EOR S0, T UM 310027;
3. WL REEGMBTTERE, WL &M 318000)

O TR N ST SR S T S R T R L IS AN TR L T 1R SR AR A )
B, T R X HUEE ) T S R B SRR e A I R . ARSI AT E MU R IX esE, SRR
HER ST e BRI I B ER N B, A X HREERE BRSO R AT IR, M T IR T X B A R s A 4
RifE, Ay ge, Wb T B TIRE A eI IR 28 (S S0 I S0 IE /57, B Re A 20 T8 b vy 1o SR EAT PR 1
R, PR ST AR T T AR T MR R DB SRR AR i, AT E AU T 1) i sk
BEAT B SO, FRAT AL A 5 B R B IE S B AL AR, DD T RS TE AR B O R B TR R4 . s s SRR,
FTHRTT A R T I SR R R AR IR, 5O T RAREL, BB T R PR T T 60%.
KRR EBOW; BENG BURILE; BYEEINE; X

FESHES: TN92

NHEFRERD: A

DOI: 10.11959/j.issn.1000—436x.2023031

Research on efficient and secure cross-domain data sharing of
IoV under blockchain architecture

o1 . 1 . :2 23
LIU Xuejiao, CAO Tiancong , XIA Yingjie”
1. School of Information Science and Technology, Hangzhou Normal University, Hangzhou 311121, China
2. College of Computer Science and Technology, Zhejiang University, Hangzhou 310027, China
3. Research Institute of Zhejiang University-Taizhou, Taizhou 318000, China

Abstract: To solve the problems of data disclosure, uncontrolled data access, and inefficiency of cross-domain data sharing
in the Internet of vehicles (IoV), an efficient and secure cross-domain data sharing scheme of IoV under blockchain architec-
ture was proposed. A blockchain was maintained by trusted authorities of different trust domains. A modified cipher-
text-policy attribute-based encryption scheme was adopted to encrypt data, and encrypted data was stored in interplanetary
file system (IPFS) with relevant information recorded on the blockchain, constructing a fine-grained and secure cross-domain
data sharing scheme based on blockchain. A verification algorithm for cross-domain access based on the garbled Bloom filter
was designed, and a smart contract executed fast decryption tests based on access policies on the blockchain, improving the
access efficiency of a mass of ciphertext. A cross-domain data access method based on outsourcing decryption was designed,
and the trusted authorities transformed ciphertexts while performing outsourcing decryption with complex bilinear pairing
calculations, reducing the time overhead of vehicle decryption. Experiment results show that the proposed scheme is superior
to other schemes in the process of cross-domain ciphertext transformation and vehicle decryption, and the cross-domain data
access efficiency is increased by 60% on average.
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!
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3) H kAW AR E 5 05 m LB JE

att, HATHAITE, 153
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B % L CT, o 1 AES IPFS, IR [BI4F ittt
address ; FRIG A S B Info &% TA. TA K
F PBFT J:iRE0E, KR IE B Info 1l 5% 3 X
Pl b




© 102 ﬁ {

Info = (TA ;,,address, TIME,CT, (M, ABF), HASH)
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N T SIS B A VT 1), ot TR TR
VEAT I YR A (S I Vs R B E T v, IR X LR |
HCEAH N B A2, SRRV A1 SR I P
IR TA XT5E FEAR A, A PEE; 5
BY, FTHE LU IR SRS IR AT bR AR I
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2)  if HEREE = TIME),

HEdEm (88 < TIME, . HQTA |, = $ETA :

3) return 4

4) else
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2)  H{ReStrAA bith 407 75 H;
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13)  return 1;
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